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patient care delivery, enabling seamless data sharing, real-time 

monitoring, and improved operational efficiency through 

electronic health records (EHRs) and Internet of Medical Things 

(IoMT) devices. However, this digital revolution has 

simultaneously exposed healthcare organizations to unprecedented 

cybersecurity threats, making the human element—particularly 

healthcare workers—the most critical yet vulnerable component of 

the security ecosystem 
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Introduction 

The rapid digitization of healthcare has fundamentally transformed patient care 

delivery, enabling seamless data sharing, real-time monitoring, and improved 

operational efficiency through electronic health records (EHRs) and Internet of 

Medical Things (IoMT) devices. However, this digital revolution has simultaneously 

exposed healthcare organizations to unprecedented cybersecurity threats, making the 

human element—particularly healthcare workers—the most critical yet vulnerable 

component of the security ecosystem. 
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Figure 1: Patient Data Protection Tips for Healthcare Professionals 

Healthcare organizations manage vast repositories of sensitive patient information, 

including personal identification details, medical histories, and financial data, 

making them prime targets for cybercriminals seeking financial gain or operational 

disruption. According to the 2025 Verizon Data Breach Investigations Report, the 

healthcare sector experienced 1,710 security incidents, with 1,542 confirmed data 

disclosures, establishing it as one of the most frequently targeted industries globally 

[12]. The consequences of these breaches extend far beyond financial losses; they 

threaten patient safety, erode institutional trust, and compromise the integrity of care 

delivery systems. 

Despite the escalating threat landscape, a significant awareness gap persists among 

frontline healthcare professionals. Research indicates that nearly 88% of all data 

breaches result from human error by employees, with phishing attacks and social 

engineering tactics exploiting insufficient training and security consciousness [15]. 

This narrative article examines the current state of cybersecurity awareness among 

healthcare workers, identifies critical knowledge gaps, explores the implications for 

patient safety, and proposes evidence-based strategies for building a resilient 

security culture within healthcare institutions. 

The Current Threat Landscape in Healthcare 

Escalating Cyberattack Frequency and Sophistication 

The healthcare sector faces a relentlessly evolving threat environment characterized 

by increasingly sophisticated attack vectors and rising incident frequency. In 2024, 

healthcare and public health ranked second in ransomware attacks globally, 
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surpassed only by critical manufacturing [9]. The share of healthcare organizations 

hit by ransomware nearly doubled since 2021, reaching 67% in 2024, with 74% of 

cases resulting in successful data encryption and 58% of computers within targeted 

organizations being impacted [9]. 

 
Figure 2: Important Healthcare Cybersecurity Statistics All Clinicians Should Know 

Fortified Health Security's 2026 Horizon Report revealed that total reported 

breaches increased more than 100% compared with 2024, though the number of 

patient records exposed per incident declined, suggesting progress in limiting breach 

size [10]. However, email-based breaches more than doubled, driven primarily by 

phishing, credential misuse, and workforce errors, reinforcing the urgent need for 

continuous training and identity controls [10]. 

The financial implications are staggering. IBM's 2024 Cost of a Data Breach Report 

demonstrated that phishing-related breaches cost an average of USD $9.77 million 

per incident in the healthcare sector alone, making it one of the most financially 
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impacted industries by cyberattacks [12]. Furthermore, the HHS OCR Breach Portal 

documented 79 healthcare providers targeted by email-based hacking and 

unauthorized access incidents in 2024, affecting patient populations ranging from 

500 to 464,159 individuals per facility [12]. 

Emergence of AI-Driven Threats 

Artificial intelligence has introduced a new dimension to healthcare cybersecurity 

challenges. According to recent statistics, 82% of phishing emails now utilize AI-

generated content, making them increasingly difficult to detect through traditional 

means [13]. Additionally, 69% of healthcare providers express concern that the use 

of AI will increase data security and privacy issues, while 59% of security 

professionals worry that healthcare staff will not receive adequate training to 

properly implement and manage AI tools [13]. 

The phenomenon of "Shadow AI"—where clinicians and staff use unsanctioned AI 

tools outside approved governance frameworks—has emerged as a significant 

insider threat, potentially exposing sensitive data beyond organizational control [10]. 

This trend underscores the necessity of comprehensive training programs that 

address not only established threats but also emerging technological risks. 

Cybersecurity Awareness Levels Among Healthcare Professionals 

Quantifying the Knowledge Gap 

Empirical research consistently reveals concerning deficiencies in cybersecurity 

awareness across diverse healthcare professional categories. A cross-sectional study 

conducted among healthcare professionals in India found that only 34% of medical 

practitioners, 23% of dentists, 12% of nurses, and 11% of physiotherapists had 

received formal training on cybersecurity [1]. The study further revealed that nursing 

and physiotherapy professionals demonstrated the least awareness regarding 

cybersecurity requirements for data storage and protection in hospital settings [1]. 

Table 1: Cybersecurity Training Receipt by Healthcare Professional Category 

Professional 

Category 

Received 

Training (%) 

Email Security 

Confidence (%) 

Non-Secure 

Device 

Knowledge (%) 

Medical 

Practitioners 

34% 23% 78% 

Dental Surgeons 23% 21% 45% 
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Nursing 

Professionals 

12% 17% 45% 

Physiotherapists 11% 9% 67% 

Source: Adapted from cross-sectional survey of healthcare professionals [1] 

The data reveals a striking disparity in training exposure, with nursing professionals 

receiving less than half the cybersecurity training of their medical counterparts. This 

gap is particularly concerning given nurses' frontline role in managing patient data 

and operating connected clinical systems. 

Nursing Students and Future Workforce Preparedness 

Research among nursing students indicates that cybersecurity knowledge deficits 

begin during formative education phases. A study involving 150 nursing students 

found that 66.7% demonstrated below-average knowledge of cyber safety, 21.3% 

exhibited average knowledge, and only 12.0% demonstrated good knowledge, with 

a mean knowledge score of 14.09 ± 5.25 [2]. These findings suggest that current 

nursing curricula inadequately address cybersecurity competencies essential for 

modern healthcare practice. 

 
Figure 3: Nurses Are Vital to Maintaining Healthcare Cybersecurity 

The European context presents similar challenges. The European Federation of 

Nurses (EFN) 2025 survey revealed that only 20% of countries provide structured 

and mandatory cybersecurity training for nurses, while 30% reported no training 

opportunities whatsoever [11]. Only 25% of surveyed countries reported structured 

or formal participation of nurses in cybersecurity planning processes, with the 

remaining 75% either reporting no involvement or only informal consultation [11]. 
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Critical Knowledge Deficiencies 

Analysis of specific competency areas reveals targeted vulnerabilities within the 

healthcare workforce: 

Table 2: Specific Cybersecurity Knowledge Areas Among Healthcare 

Professionals 

Knowledge 

Domain 

Medical 

Practitioners 

Dental 

Surgeons 

Nursing 

Professionals 

Physiotherapists 

Medico-legal 

consequences 

of data 

disclosure 

89% 82% 87% 87% 

Security of 

email 

transmission 

for medical 

records 

49% 58% 43% 45% 

Awareness of 

email 

impersonation 

tools 

51% 49% 43% 32% 

Electronic 

signature 

capabilities 

45% 43% 46% 39% 

Document 

encryption 

methods 

12% 10% 4% 1% 

Regular 

software 

update 

importance 

92% 90% 89% 87% 

Source: Adapted from cybersecurity awareness assessment [1] 

While most professionals understand the medico-legal implications of data breaches 

and the importance of software updates, critical technical competencies—
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particularly regarding secure document handling, encryption, and email security—

remain severely deficient. Notably, only 4% of nursing professionals possessed 

knowledge of securing electronic documents, representing a critical vulnerability 

given their extensive data handling responsibilities [1]. 

The Human Factor: Primary Vector for Healthcare Breaches 

Mechanisms of Human Error 

Human error constitutes the predominant cause of healthcare data breaches, 

manifesting through multiple pathways including phishing susceptibility, improper 

data handling, credential misuse, and inadequate physical safeguards. The 2025 

statistics indicate that email phishing served as the leading entry point for 

cyberattacks, responsible for 63% of all access point breaches in 2024 [9]. 

 
Figure 4: 6 Phishing Statistics What Everyone in Healthcare Should Know 

Healthcare workers face unique challenges that amplify their vulnerability to social 

engineering attacks. High-stress clinical environments, time pressures, and the 

prioritization of patient care over security protocols create conditions conducive to 

oversight. Furthermore, the compassionate nature of healthcare professionals can be 
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exploited by attackers employing urgency-based or patient-safety-themed pretexts 

in phishing campaigns. 

Insider Threats and Unauthorized Access 

Beyond external manipulation, insider threats represent a growing concern. 

Unauthorized access incidents increased by 162% in recent reporting periods, with 

34% of breaches attributed to human error and insider misuse combined [6]. These 

incidents often stem from inadequate understanding of access privileges, curiosity-

driven record snooping, or unintentional data sharing through unsecured channels. 

The proliferation of mobile device usage in clinical settings exacerbates these risks. 

Research indicates that 79-90% of healthcare professionals use smartphones or 

tablets for accessing medical records, yet comprehensive mobile security protocols 

remain inconsistently implemented [1]. The intersection of personal device usage 

and clinical data access creates substantial exposure points requiring targeted 

educational interventions. 

Implications for Patient Safety and Care Delivery 

Direct Clinical Consequences 

Cybersecurity incidents in healthcare settings produce consequences that extend far 

beyond data compromise to directly impact patient safety and treatment continuity. 

ScienceSoft predicts that the share of hospitals experiencing disrupted care delivery 

due to ransomware attacks will reach 60% by 2026 [9]. Between 2021 and 2024, the 

number of health systems affected by ransomware increased threefold from 27 to 

85, with the share of affected systems climbing from 6% to 20% [9]. 

Key Statistic: Only 6% of healthcare organizations report being very 

confident in their ability to detect, contain, and recover from a cyber 

incident, highlighting persistent gaps in incident response readiness 

[10]. 

When healthcare workers lack the awareness to prevent or respond to cyber 

incidents, the resulting system downtime can delay critical treatments, compromise 

diagnostic capabilities, and force reversion to paper-based processes that introduce 

medical error risks. The Ponemon Institute's research on cyber insecurity in 

healthcare documented that cybersecurity incidents directly impact patient safety 

and care quality, with delayed procedures and altered treatment plans representing 

documented outcomes [8]. 
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Trust and Reputational Damage 

The erosion of patient trust represents a less quantifiable but equally significant 

consequence of cybersecurity failures. Healthcare institutions rely upon patient 

confidence for effective care delivery; when breaches compromise sensitive health 

information, this foundational trust is undermined. Regulatory penalties under 

HIPAA, legal liabilities, and reputational damage compound the direct costs of 

breaches, creating long-term institutional consequences [15]. 

Building a Culture of Cybersecurity Awareness 

Core Components of Effective Training Programs 

Effective security awareness training (SAT) programs for healthcare organizations 

must be comprehensive, engaging, and tailored to the specific operational contexts 

of clinical environments. Core components should include [3][15]: 

Phishing and Social Engineering Awareness: Staff require training to identify 

phishing attempts through recognition of unusual sender addresses, urgent language 

patterns, unexpected attachments, and fake login pages. Training must extend 

beyond email to encompass voice phishing (vishing), SMS phishing (smishing), tech 

support scams, and physical social engineering tactics such as tailgating [6]. 

Physical Safeguards Education: Healthcare workers must understand protocols for 

securing workstations, managing personal devices in clinical areas, and safely 

handling removable media. Given the portable nature of modern healthcare delivery, 

physical security awareness is as critical as digital security [3]. 

Password Security and Identity Management: Comprehensive training on strong 

password creation, multi-factor authentication utilization, and credential protection 

forms a foundational element of workforce security preparedness [3]. 

HIPAA Compliance Integration: Training must translate regulatory requirements 

into actionable daily practices, clarifying how specific behaviors align with legal 

obligations for protected health information (PHI) safeguarding [6]. 

Training Methodology and Frequency 

Contemporary healthcare environments demand flexible, ongoing training 

approaches rather than singular annual sessions. Evidence suggests that annual 

refresher training, while meeting audit expectations, proves insufficient against 

rapidly evolving threats [6]. Recommended frameworks include: 
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Table 3: Recommended Security Awareness Training Framework for 

Healthcare Organizations 

Training 

Component 

Frequency Target Audience Delivery Method 

HIPAA Privacy & 

Security 

Onboarding 

Upon hire / system 

access 

All new 

employees 

E-learning + in-

person orientation 

Annual Refresher 

Training 

Annually All staff E-learning 

modules 

Quarterly 

Microlearning 

Every 3 months High-risk roles 

(IT, clinical) 

5-10 min 

email/EHR-

integrated modules 

Simulated 

Phishing 

Campaigns 

Monthly / Bi-

monthly 

All staff Controlled email 

exercises 

Tabletop Incident 

Scenarios 

Semi-annually Leadership + 

clinical teams 

Live virtual or in-

person sessions 

Role-Specific 

Customization 

As needed Clinical, admin, 

IT, vendors 

Customized 

modules per role 

Source: Adapted from compliance training best practices [6] 

Institutional Investment and Governance 

Organizational commitment to cybersecurity awareness requires substantial 

resource allocation. Historically, healthcare organizations have invested 6% or less 

of their IT budgets in cybersecurity, contributing to understaffed security teams and 

absent proactive measures [9]. The 2026 Horizon Report found that only 6% of 

healthcare organizations report being very confident in their ability to detect, 

contain, and recover from cyber incidents, highlighting persistent gaps in incident 

response readiness [10]. 

Effective governance necessitates integrating cybersecurity training metrics—such 

as phishing test results and policy violations—with broader risk management data 

from vendors, clinical systems, and medical devices [6]. This approach enables 

dynamic prioritization of training resources toward highest-risk areas while 

demonstrating regulatory compliance. 
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The Path Forward: Recommendations and Future Directions 

Policy and Regulatory Evolution 

Federal initiatives including the Rural Health Transformation Program, CMS 

Interoperability and Prior Authorization Final Rule, and potential HIPAA Security 

Rule updates are driving modernization while increasing cybersecurity governance 

requirements [10]. Healthcare organizations must proactively align training 

programs with these evolving standards rather than awaiting enforcement actions. 

The European Commission's 2025 Action Plan proposes creating a Cybersecurity 

Support Centre for Healthcare under ENISA, targeted funding for smaller providers, 

and training resource development by 2026 [11]. However, these measures still fall 

short in recognizing the strategic role of frontline healthcare workers in ensuring 

patient safety during digital crises. National strategies must explicitly incorporate 

nursing and allied health professionals into cybersecurity governance frameworks 

rather than treating them as passive end-users [11]. 

Technology-Enabled Solutions 

The integration of artificial intelligence into cybersecurity training presents both 

opportunities and challenges. While 50% of healthcare organizations were already 

using AI tools for cybersecurity in the first quarter of 2025, and nearly all plan 

incorporation by year-end, 60% of security professionals express concerns regarding 

increased spending requirements [13]. AI-enabled adaptive training platforms offer 

potential for personalized education addressing individual knowledge gaps, but 

require careful implementation to avoid exacerbating existing disparities. 

Interdisciplinary Collaboration 

Building resilient healthcare cybersecurity cultures demands breaking down silos 

between clinical operations, IT departments, and security governance. Nurses and 

frontline clinicians must be included in simulation exercises, preparedness planning, 

and policy development rather than merely receiving post-decision directives 

[5][11]. Research consistently demonstrates that higher information security 

competence correlates with secure behaviors, meaning that awareness and specific 

training can materially reduce institutional cyberattack risk [5]. 

Conclusion 

Cybersecurity awareness among healthcare workers represents not merely a 

technical compliance requirement but a fundamental patient safety imperative. The 
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evidence presented throughout this narrative demonstrates that knowledge gaps 

persist across all healthcare professional categories, with nursing staff and allied 

health professionals exhibiting particularly concerning deficiencies in critical 

security competencies. The human element remains the predominant vector for 

healthcare data breaches, with phishing, social engineering, and insider errors 

exploiting insufficient training and security consciousness. 

The implications extend beyond data compromise to directly threaten care delivery 

continuity, patient safety, and institutional trust. As ransomware attacks escalate—

with predictions that over 40% of health systems will be affected by 2026—and AI-

driven threats introduce new complexity, the urgency of comprehensive, ongoing 

security awareness training cannot be overstated [9][13]. 

Effective remediation requires multifaceted approaches: integrating cybersecurity 

education into professional curricula and onboarding processes; implementing 

continuous microlearning and simulation-based training; allocating adequate 

institutional resources to security preparedness; and critically, including frontline 

healthcare workers in governance and decision-making processes rather than 

treating them as passive recipients of security policies. 

Healthcare organizations that commit to building genuine security awareness 

cultures—where protecting patient data becomes as instinctive as hand hygiene or 

medication safety protocols—will not only achieve regulatory compliance but will 

safeguard their most valuable asset: the trust and safety of the patients they serve. In 

an era where digital and clinical care are inextricably intertwined, cybersecurity 

awareness is clinical competence, and every healthcare worker is a frontline 

defender of patient welfare. 
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